3apeructpuporaHo B MuHiocte P® 3 anpens 2008 r. N 11462

SENEPAJIBHAA CNYXBA MO TEXHUYECKOMY N SKCMOPTHOMY KOHTPOJHO
N 55

®EJEPAJIbHAA CITY>XXBA BE3OMACHOCTW POCCUCKOW ®EAEPALIMN
N 86

MUHNWCTEPCTBO MH®OPMALVMOHHbBIX TEXHONOI MW 1 CBA3W
POCCUNCKOW ®EOEPALINA
N 20

MNMPUKA3
ot 13 dherpana 2008 ropa

OB YTBEP>XXOEHWN NMOPAOKA
NPOBEAEHNA KNACCUNDOUNKALMN NHOOPMALIMOHHbBLIX CUCTEM
MEPCOHAINBHBLIX OAHHBLIX

B cootBeTcTBMM C NyHKTOM 6 NonoxeHus o6 obecneyeHnn 6e30NacHOCTM NepPCOHarnbHbIX AAHHbIX
npu ux obpaboTke B WH(POPMAUMOHHBIX CUCTEMAX MNEpPCOHANbHbLIX [aHHbIX, YTBEPXAEHHOro
MoctaHoeneHnem [lpaButensctBa Poccuickon Pepepauum ot 17 Hosiops 2007 r. N 781 "O6
yTBepxaeHumn MNonoxeHns o6 obecnedyeHnn 6e30nacHOCTU NepCoHaribHbIX OAHHbBIX MpU UX 06paboTke B
WHOPMALIMOHHBLIX CUCTEMAaxX MepcoHanbHbiX AaHHbIX" (CobpaHne 3akoHopaTtenbcTBa Poccuinckom
depepaumm, 2007, N 48, yacts Il, cT. 6001), npukassiBaem:

YTBepaute npunaraembld [lopsgok npoBedeHus  Knaccudukauum MHOPMAUMOHHBIX CUCTEM
NnepcoHarnbHbIX AaHHbIX.

Oupektop

depepanbHol crnyXobl
Mo TEXHUYECKOMY

N 3KCMOPTHOMY KOHTPOIHO
C.N.TPUTOPOB

OvpekTop

depnepanbHom crybbl 6e3onacHoCTU
Poccunckon ®egepaumm
H.M.MATPYLLEB

MuHncTp

NMHOPMALIMOHHBIX TEXHOMOMMIA U CBA3N
Poccuinckon depepaumm

Nn.0.PEMMAH

YTBEpXaeH

Mpukasom

OCT3IK Poccun,

®CB Poccuu,

MwuHnHdpopmeBasu Poccum

ot 13 dpespansa 2008 r. N 55/86/20

NoPAOOK
NPOBEAOEHNA KNACCUPUKALIMN MHOPOPMALIMOHHBLIX CUCTEM
MEPCOHANBbHbLIX OAHHbIX

1. Hactoswwmi lNopsigok onpegenseT nposefeHve Kraccudukaunum MHPOOPMALMOHHBIX CUCTEM
nepcoHanbHbIX AaHHbIX, MPeacTaBnstoLmMX COBON COBOKYNHOCTb NEPCOHanbHbIX AaHHbIX, COAEepXKaLLMXCS
B 0asax [daHHbIX, a Takke MHAPOPMAaLMOHHBLIX TEXHONOMMA U TEXHUYECKUX CPEeACTB, MO3BOMSAHLLMX



OCYLLEeCTBNATL 06paboTKy TakMX MepcoHasbHbIX AaHHbIX C MCMOMb30BaHWEM CPEACTB aBToOMaTM3auuu
(Banee - MHPOPMALMOHHbIE CUCTEMBI) <*>.

<*> A63au nepsbiit NyHkTa 1 MonoxeHus 06 obecnedyeHnn 6e30MacHOCTU NEePCOHaNbHBLIX AaHHbIX
npm wux obpabotke B MHPOPMALMOHHBIX CUCTEMAxX MNEPCOHanbHbIX [AaHHbIX, YTBEPXAEHHOro
MoctaHoeneHnem [lpaButenbctBa Poccuiickon ®enepaumm ot 17 Hoabpst 2007 r. N 781 (Cobpanne
3akoHogarenbcTBa Poccuiickon Pepepaumm, 2007, N 48, vactsb Il, ct. 6001) (ganee - NonoxeHue).

2. Knaccudpukaums WHPOPMALMOHHBIX CUCTEM MPOBOAMTCA [OCYAapCTBEHHbIMU OpraHamu,
MYHUUUNANbHBIMWU  OpraHamu, pUANYECKUMU N (PUSNYECKMMU NMLaMK, OPraHusylwumMn un (1unu)
OCyLLEeCTBNAIOWMMN 06paboTKy NnepcoHanbHbIX AaHHbIX, @ Takke onpegensdlowumMmn Lenu 1 cogepxaHume
06paboTKkn NepcoHanbHbIX AaHHLIX (anee - onepartop) <*>.

<*> AB3au nepBbIn NyHKTa 6 MNMonoxeHus.

3. Knaccndmkaumsa MHpopMaLMOHHBIX CUCTEM MPOBOAUTCA Ha dTane co3gaHus MHPOPMALMOHHbIX
CUCTEM WM B XOAe WX 3Kcnnyatauuu (Ons paHee BBEOEHHbIX B aKcnnyatauuio u  (4num)
MOOEPHU3UPYEMBIX MH(POPMALMOHHBIX CUCTEM) C LENbl0 YCTAHOBIIEHWUS METOAOB M CMOCOOOB 3alymThbl
MHopmaumm, Heobxoanmblx Ans obecneveHnsa 6e30nacHOCTU NePCOHanbHbIX AaHHbIX.

4. lNpoBegeHne knaccndukaLmm MHPOPMaLIMOHHBIX CUCTEM BKITHOYaET B cebs cneaytoLme aTanbi:

cbop 1 aHanu3 NCXOAHbIX OAaHHbIX MO MHPOPMAaLMOHHON CUCTEME;

npucBoeHne WHMOPMALIMOHHOW CUCTEME COOTBETCTBYIOLLEro Krnacca W ero [AOKyMeHTarbHoe
ocopmIrieHue.

5. lNpu npoBegeHun knaccumkaumm MHGPOPMAaLMOHHON CUCTEMbI YYUTLIBAKOTCHA criegylolme
UCXOAHbIE AaHHbIE:

kaTeropmusa obpabaTeHBaeMblXx B MHOOPMALMOHHOM CHUCTEME [NePCOHAJIbHBIX ITAaHHBIX —

X

nn
obrveM o06pabaTeBaeMEIX [IepPCOHAaJIbHBIX IOaHHBIX (koIMuecTBO CyOBEKTOB
[IePCOHAaJIbHEIX IOAaHHEIX, [IepCOHaJIbHEE HOaHHEE KOTOPEIX OOpafaTeBAaKTCA B
nHOOPMAUMOHHOM cucreme) - X ;

HIIO

3aJaHHble OMepaTopoM XxapakTepucTukn 6e30nacHOCTM NepcoHarnbHbIX aHHbIX, 0bpabaTbiBaembix
B UHPOPMALIMOHHOW CUCTEME;

CTPYKTYpa MH(pOPMaLNOHHON CUCTEMBI;

HanMune NoAKMYeHNNn NHPOPMALIMOHHON CUCTEMBI K CETSIM CBA3M OBLLEro nonbL3oBaHusa u (Mnwu)
CeTsIM MexayHapoaHoro MHpopMaumMoHHoOro obmeHa;

pexum 06paboTkM NepcoHarnbHbIX AaHHbIX;

pexum pasrpaHuyeHns npae AocTyna nons3osartene MHPOPMaLMOHHON CUCTEMBI,

MECTOHaXOXAeHe TEXHUYECKNX CPeaCTB UH(POPMALMOHHON CUCTEMBI.

6. OnpemengoTcda cJenyomme kaTeropum obOpabaTHBaeMbx B MHOOPMalMOHHOM
CHUCTeMe NepCOHaJIbHBIX OaHHEIX (X ):

nmn

Kateropusi 1 - nepcoHarnbHble AaHHble, Kacalluecs pacoBOW, HALMOHANBHOW NPUHAOEXHOCTMH,
NOMUTUYECKUX B3rMAL0B, PENUIMO3HBIX U PUNOCOMCKUX YOEXKOEHUIN, COCTOAHUSA 340POBbSA, UHTUMHOM
XN3HU;

Kateropusi 2 - MepcoHanbHble [AdaHHble, Mno3Bondwwme wugeHTUdrumposaTb cybbekTa
nepcoHanbHbIX AaHHbIX W MNONYYUTb O HEM [OMNOMHUTENbHYK WHMOPMAaLMIO, 3a UCKNIYEHUEM
nepcoHanbHbIX AaHHbIX, OTHOCALLMXCS K KaTeropum 1;

Kateropusi 3 - nMepcoHanbHble [daHHble, MNOo3BONsAWME UMOEHTUdUUMPOBaTbL CybbekTa
nepcoHanbHbIX AaHHbIX;

KaTeropus 4 - o6e3nuyeHHble 1 (unn) obLLefoCTyNHbIE NEPCOHarbHbIE OaHHbIE.

7. X MOXeT IIPMHMMATBE Cliegyllle 3HaYEeHNMA:

HIIO

1 - B MHDOpPMALIMOHHOW cucTeme ogHOBpeEMEHHO obpabaTbiBaloTCA NepcoHarnbHble AaHHble bonee
yem 100 000 cybbekTOB NepcoHarnbHbIX OAHHBLIX UK NEPCOHarnbHbIE AaHHblE CYOBHEKTOB NEPCOHarbHbIX
OaHHbIX B Nnpegenax cybvekta Poccunckon ®enepaummn nnu Poccuiickon Pegepaum B LLENOM;

2 - B VH(pOPMALMOHHON CUCTEME OLHOBPEMEHHO OOpabaTbiBalOTCA NepcoHasbHble AaHHble OT
1000 go 100 000 cyObekTOoB MEpCOHanbHbIX AaHHbIX WU MEepcoHarbHble AaHHble CyObeKkToB
nepcoHarnbHbIX AaHHbIX, paboTalwmx B oTpacnm 3SKOoHOMUKM Poccuiickon ®depepauun, B opraHe
rocygapCTBEHHOM BNAacTy, NPOXMBAOLWMX B Npedernax MyHMuunanbHoro obpasoBaHus;



3 - B WH(OpMaALUMOHHON CUCTEME OOHOBpeMeHHO obpabartbiBaioTca AaHHble MeHee 4deM 1000
CybBbEeKTOB MepCcoHarnbHbIX AaHHbIX UMW MepcoHalnbHble AaHHble CYyOBEKTOB MepCOHasnbHbIX OAHHbLIX B
npegenax KOHKPeTHOW OpraHm3auuu.

8. Tllo 3agaHHBIM oOMepaTopoM xapakTepuctnkam 6e30MacHOCTU MNepCcoHanbHbIX  AaHHbIX,
obpabaTtbiBaemMbIXx B WHEMOPMALMOHHOW cucTeMe, MHPOPMALMOHHbIE CUCTEMbI NOAPa3nensAlTCs Ha
TMNOBbIE M creLmanbHble MHOPMALNOHHbBIE CUCTEMBI.

TunoBble WH(OPMaUUOHHbIE CUCTEMBI - WHAOPMALMOHHbIE CUCTEMbI, B KOTOpbIX Tpebyetcsd
obecneyeHne TONbKO KOHPUAEHLNANBHOCTM NEPCOHANBbHBIX AaHHbIX.

CneunanbHble WHOPMAUUOHHBIE CUCTEMbI - WMHPOPMALMOHHbIE CUCTEMbI, B KOTOPbIX BHE
3aBMCMMOCTM OT HeobxoguMMocTu obecneyeHns KOH(UAEHUNANbHOCTM  MEepPCOHanbHbIX  AaHHbIX
TpebyeTca obecneuntb xoTst Obl OOHY W3 XapakTepUCTMK ©e30MmacHOCTU MepcoHarnbHbIX OaHHbIX,
OTJINYHYIO OT KOHMAEHUMANBHOCTU (3aALLMLLEHHOCTE OT YHUYTOXEHMWS, U3MEHEHUsl, BnoknpoBaHus, a
Takke VMHbIX HECaHKLMOHNPOBAHHbIX OEACTBUN).

K cneunanbHbiM MHHOPMALMOHHBIM CUCTEMaM AOIDKHbI ObITb OTHECEHBI:

NMHGOPMALMOHHbBIE CUCTEMbI, B KOTOPbIX 0BpabaTbiBalOTCA nepcoHanbHble AaHHbIe, Kacatolmecs
COCTOSIHMSA 300POBbS CyOBEKTOB NEPCOHarbHbIX AaHHbIX;

WMH(OPMALIMOHHBIE CUCTEMBI, B KOTOPbIX NPESYCMOTPEHO MPUHATUE HA OCHOBAHUM UCKIIOYUTENBHO
aBTOMaTU3NpPOBaHHOW 0BOpaboTKM nNepcoHanbHbIX AaHHbIX peLleHUn, MNOPOXAAWMX pUANYecKue
NOCreAcTBMSA B OTHOLLEHUN CyObekTa nepCoHanbHbIX AaHHbLIX UMW UHBbIM 06pa3oM 3aTparvBatoLLmMX ero
npaBa 1 3aKOHHbIE NHTEPECHI.

9. Mo cTpykType NHPOopMaLMOHHbIE CUCTEMbI NOAPa3AeNsoTCS:

Ha AaBTOHOMHble (He MOAKMNIYEHHbIE K WHbIM MHGPOPMALMOHHBIM CUCTEMAaM) KOMIMMEKChI
TEXHUYECKUX W NPOrpaMMHbIX CPEACTB, MpefHasHayeHHble Ans obpaboTkM MnepcoHanbHbIX AaHHbIX
(aBTOMaTun3npoBaHHble paboyne mecTa);

Ha KOMMNJIEKCbl aBTOMATU3MPOBaHHbIX paboymx MecT, 0O beANHEHHBIX B €4MHYH MH(POPMALMOHHYIO
cucTeMy cpenctBamu CBsIs3M 6e3  MCMONb30BaHWMS TEXHOMOrMM yaaneHHoro [octyna  (NokanbHble
WH(OPMALMOHHbBIE CUCTEMBI);

Ha KOMMMEKCbl aBTOMAaTM3UPOBAaHHbLIX pPaboymMx MecT M (UnKn) NoKamnbHbIX MHPOPMALMOHHBLIX
cuctem, ob6beaMHEHHbIX B €OUHYI0 MHOPMAaLMOHHYKO CUCTEMY CpeacTBamMu CBSA3M C UCMNOSIb30OBaHWEM
TEXHOMOorM1 yaaneHHoro goctyna (pacnpegeneHHble MHOPMaLNOHHbBIE CUCTEMBI).

10. Mo HanuumMlo NOAKMYEHUM K CceTaM CBA3M obLiero nonb3oBaHud U (MnM) ceTam
MeXAYHapOAHOro MHopMauMoHHOro obMeHa WHAOPMAaLMOHHbIE CUCTEMbl MOAPa3fAensalTca  Ha
CUCTEMBI, UMEIOLLIME NOOKINIOYEHUS, U CUCTEMBI, HE UMEIOLLNE MOLKITHYEHUA.

11. To pexumy o00paboTkM nepcoHamnbHbIX [AaHHbIX B  WH(OPMAUMOHHOW  CcUCTeME
WMH(OPMALIMOHHBIE CUCTEMBI NOAPA3AENATCS HA O4HOMOMb30BATENbLCKME U MHOTOMNOMb30BaTENbCKUE.

12. Tlo pasrpaHnyeHnto npaB [JocTyna nonb3oBatenen MHPOPMAUUOHHbIE  CUCTEMbI
noapasgendlTcs Ha cucteMbl 6e3 pasrpaHuyYeHnst MpaB JOCTyna U CUCTEMbl C pasrpaHMdeHnem npas
gocTtyna.

13. NHdopMauunoHHbIe cUCTEMBbI B 3aBUCUMOCTUN OT MECTOHAaxXOXAEHUSA UX TEXHUYECKUX CPeacTB
noapasgenslnTcs Ha CUCTEMbI, BCe TEXHUYECKNe CpeacTBa KOTOPbIX HaxoaaTcsa B npegenax Poccumnckon
depepaumm, N CUCTEMbI, TEXHUYECKME CPeACTBa KOTOPbIX YACTMYHO UMW LIEMMKOM HaxogaTcs 3a
npegenammn Poccunckon ®egepavmu.

14. Tlo pesynbTaTam aHanmMsa WUCXOAHbIX [aHHbIX TUMOBOW WHAOPMALUNOHHOW CUCTEME
npuceanBaeTCcs OAWH U3 CreayoLWnX KNaccos:

knacc 1 (K1) - nHdopMaLMOHHbIE CUCTEMbI, ANs1 KOTOPbIX HapyLleHue 3afaHHOW XapaKTepUCTUKK
De3onacHOCT! MepcoHanbHbIX AaHHbIX, 0bpabaTbiBaeMbIX B HUX, MOXET MPUBECTM K 3HAYMTENbHBLIM
HeraTUBHbIM MOCNEACTBUSAM AN CYObEKTOB NEPCOHANBHbIX AAHHbIX;

knacc 2 (K2) - nHopmMaLUNOHHbIE CUCTEMBI, ANSl KOTOPbIX HapyLleHne 3adaHHOW XapaKTepUCTUKU
BesonacHOCT! MNepcoHanbHbIX OaHHbIX, 0bpabaTbiBaeMbiX B HMX, MOXET MNPUBECTU K HeraTMBHbIM
nocneacTBmaM Ansa CybbekToB nepcoHanbHbIX AaHHbIX;

knacc 3 (K3) - nHdopMaLMOHHbIE CUCTEMBI, ANs1 KOTOPbIX HapyLUEHNEe 3a4aHHOW XapaKTEPUCTUKK
©e3onacHOCTU NepcoHarnbHbIX AaHHbIX, 0bpabaTbiBaeMblX B HUX, MOXET NPUBECTU K HE3HAYUTENbHbIM
HeraTMBHbIM NOCNEACTBUAM A5t CYOBEKTOB NEPCOHanbHbIX AAHHbIX;

knacc 4 (K4) - nHdopmMaLMOHHbIE CUCTEMbI, ANS KOTOPbIX HapyLleHue 3aaHHOW XapaKTepuCTUKU
©e3onacHOCTM MepcoHarnbHbIX [AaHHbIX, obpabaTbiBaemMblX B HUX, HE MPUBOAUT K HEraTUBHbLIM
nocneacTBuaM ansa cybbekToB NepcoHarnbHbIX AaHHbIX.

15. Knacc TMnoBo MHOPMaLVOHHOM CUCTEMbI ONPEAENsIETCS B COOTBETCTBUMN C TAabnMLUEN.

X \X 3 2 1
IO HOI

kaTeropusa 4 K4 K4 K4




xKaTeropmusa 3 K3 K3 K2

KaTeropmusa 2 K3 K2 K1

xaTeropmusa 1 K1l K1 K1

16. lNo pesynbTatam aHanu3a UCXOOHbIX AaHHbIX Knacc cneunansHon MHAPOPMaLMOHHON CUCTEMBI
onpegensieTcs Ha OCHOBE Mogenu yrpo3 6e3onacHOCTVM MepCcoHanbHbIX AaHHbIX B COOTBETCTBMMU C
MEeTOANYECKMMU [OKYMEeHTamu, paspabaTbiBaeMbiMU B COOTBETCTBUM C MyHKTOM 2 [locTaHOBREHUst
MpasuTtensctBa Poccunckon ®egepaumm ot 17 Hoa6psa 2007 r. N 781 "O6 ytBepxaeHun NMonoxeHns o6
obecneyeHnn 6e30MacHOCTM NepPCoHarnbHbIX OAaHHbIX NpU X 06paboTke B MHAOPMALMOHHBIX CUCTEMAX
nepcoHanbHbIX AaHHbIX" <*>,

<*> CobpaHue 3akoHogaTenbcTBa Poccunckon ®egepaunm, 2007, N 48, yacts I, cT. 6001.

17. B cny4yae BblaeneHnsi B COCTaBe MH(POPMALIMOHHOM CUCTEMbI NMOACUCTEM, KaXKaas U3 KOTOPbIX
ABMSEeTCA MH(OPMaLMOHHON CUCTEMON, UHAOPMALMUOHHOMW CUCTEME B LIENIOM MpucBamMBaeTCs Knacc,
COOTBETCTBYIOLUIA Hanbonee BbICOKOMY KNacCy BXOASALLMX B HEE NOACUCTEM.

18. PesynbTtaTbl knaccugukaumm MHGOPMaLUOHHBLIX CUCTEM OMOPMIIAIOTCS COOTBETCTBYIOLUM
aKkToMm onepartopa.

19. Knacc nHdpopmaunoHHon cucteMbl MOXET BblTb NepecMOTPEH:

Mo peLleHuto onepaTtopa Ha OCHOBE NPOBEAEHHbIX MM aHanu3a WM oueHku yrpo3 GesonacHocTu
NnepcoHasnbHbIX AaHHbIX C Y4eTOM OCOBEHHOCTEN M (MnM) U3MEHEHUN KOHKPETHOW WHGOPMAaLMOHHOM
CUCTEMBbI;

no pesynbTataMm MeponpuUATUA MO KOHTPOMIO 3a BbINOMHEHWeM TpeboBaHM K obecneyeHuto
De3onacHOCTV NepcoHanbHbIX AaHHbLIX NpY X 06paboTke B MHPOPMALIMOHHON cucTEME.




